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DETAILED ACTION 

1 . This action is in response to the communication filed on April 27, 2001 . Claims 
1-28 were originally received for consideration. No preliminary amendments for the 
claims were received. Claims 1-28 are currently being considered. 

Information Disclosure Statement 

2. An initialed and dated copy of Applicant's IDS form 1449, received on January 
29, 2002, is attached to this Office action. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

3. Claims 1-6, 8-12, 14-20, and 22-28 rejected under 35 U.S.C. 102(e) as being 
anticipated by Walker et al. (U.S. Patent No. 6,257,638). 
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Regarding claim 1 , Walker discloses: 

A method for performing secure information processing operations utilizing a 
plurality of processing devices, the method comprising the steps of: 

performing a setup procedure to permit interactions of a designated type to be 
carried out between a first participant associated with at least a first one of the 
processing devices and a second participant associated with at least a second one of 
the processing devices (column 5 line 56 - column 6 line 20, column 9 lines 41-59, 
column 12 line 56 - column 13 line 10); 

initiating in the first processing device a particular interaction with the second 
participant, by sending designated initiation information to the second processing device 
associated with the second participant, the particular interaction being configured based 
at least in part on one or more results of the setup procedure (column 5 line 56 - 
column 6 line 20, column 9 lines 41 -59, column 1 2 line 56 - column 1 3 line 1 0); 

receiving as part of the interaction response information from the second 
processing device associated with the second participant (column 5 line 56 - column 6 
line 20); and 

sending as part of the interaction additional information from the first processing 
device to the second processing device based at least in part on the received response 
information (column 5 line 56 -column 6 line 20, column 9 lines 41-59, column 12 line 
56 -column 13 line 10); 
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wherein the interaction is configured such that transcripts of the interaction can 
be used to determine rights of the first and second participants in a publicly verifiable 
manner, the rights being based upon particular results of the interaction (column 4 lines 
1 0-22, column 6 lines 21-54). 

Claim 2 is rejected as applied above in rejecting claim 1 . Furthermore, Walker 
discloses: 

The method of claim 1 wherein the receiving and sending steps are repeated one 
or more times in accordance with specifications of the particular interaction (column 10 
lines 42-46, column 13 lines 25-38, column 13 line 43 - column 14 line 7). 

Claim 3 is rejected as applied above in rejecting claim 1. Furthermore, Walker 
discloses: 

The method of claim 1 wherein the first processing device comprises at least one 
lightweight device configured to communicate over a network with the second 
processing device (column 8 lines 33-40). 

Claim 4 is rejected as applied above in rejecting claim 1. Furthermore, Walker 
discloses: 

The method of claim 1 wherein the particular interaction comprises secure mobile 
gaming interaction in which the first participant corresponds to a player and the second 
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participant corresponds to a casino (column 8 lines 23-33). 

Claim 5 is rejected as applied above in rejecting claim 4. Furthermore, Walker 
discloses: 

The method of claim 4 wherein the first processing device comprises a 
lightweight processing device associated with the player and the second processing 
device comprises at least one server associated with the casino (column 8 lines 23-47) 

Claim 6 is rejected as applied above in rejecting claim 1 . Furthermore, Walker 
discloses: 

The method of claim 1 wherein the particular interaction comprises secure mobile 
gaming interaction involving two or more players in which the first participant 
corresponds to a first player and the second participant corresponds to a second player 
(column 8 lines 23-47, column 11 lines 38-50). 

Claim 8 is rejected as applied above in rejecting claim 1 . Furthermore, Walker 
discloses: 

The method of claim 1 wherein the particular interaction comprises secure digital 
signature exchange interaction in which the first participant corresponds to a first party 
to the digital signature exchange and the second participant corresponds to a second 
party to the digital signature exchange (column 5 line 56 - column 6 line 20) 
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Claim 9 is rejected as applied above in rejecting claim 1. Furthermore, Walker 
discloses: 

The method of claim 1 wherein security of the particular interaction is based at 
least in part on a secure probabilistic symmetric cipher (E, D) having semantic security 
operating in conjunction with a one-way hash function h for which collisions are 
intractable to find, and a commitment function C, wherein the commitment function C 
provides the public verifiability of designated portions of the interaction (column 5 line 56 
- column 6 line 20). 

Claim 10 is rejected as applied above in rejecting claim 1. Furthermore, Walker 
discloses: 

The method of claim 1 wherein the interaction is configured such that if at least 
one of the first and second processing devices is disconnected during the interaction, 
the interaction may upon reconnection of the device be continued from a designated 
point at or prior to the disconnection without the participants being able to alter any 
partial results of the interaction attributable to a portion of the interaction up to the 
designated point (column 4 lines 10-21, column 6 lines 43-54): 

Claim 1 1 is rejected as applied above in rejecting claim 4. Furthermore, Walker 
discloses: 

The method of claim 4 wherein the secure mobile gaming interaction comprises 
at least one game played by the player with the casino, the game comprising a number 
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of consecutive rounds of one or more moves by each of the player and the casino, each 
of the rounds allowing the player and the casino to commit to at least one decision 
(column 11 lines 38-50, column 15 lines 29-53). 

Claim 12 is rejected as applied above in rejecting claim 1 1 . Furthermore, Walker 
discloses: 

The method of claim 1 1 wherein the game is characterized by a player game tree 
structure associated with the player and a casino game tree structure associated with 
the casino, each of the game tree structures comprising a plurality of nodes, each of at 
least a subset of the nodes comprising a block of data that determines randomness 
contributed to a corresponding round of the game by the corresponding player or 
casino, wherein associated with each of at least a subset of the game nodes are 
decision preimage values that encode possible decisions to be made in the game 
(column 11 lines 8-30). 

Claim 13 is rejected as applied above in rejecting claim 12. Furthermore, Walker 
discloses: 

The method of claim 12 wherein the setup procedure comprises at least the 
following steps: 

(a) the player selecting n random numbers d. sub.il, . . . , d.sub.in, for each node i 
of the player game tree structure, and a random number r.sub.i uniformly at random for 
each node, wherein each node i corresponds to a particular round of the game; 
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(bj the player computing for each node i a corresponding game node value 
game.sub.i=<h(D. sub.il, . . . D. sub. in), R.sub.i>, where D.sub.ij=h(d.sub.ij), 
R.sub.i=C(r.sub.i), h denotes a hash function, C denotes a commitment function, and 
preimage.sub.i=(d.sub.il, . . . , d.sub.in, r.sub.i,) denotes a decision preimage value for 
game.sub.i; 

(c) the player computing for each node i a value which is a function of one or 
more of: (i) values associated with one or more of its children nodes; (ii) its 
corresponding game node value game.sub.1 ; and (iii) a descriptor that identifies the 
game type; 

(d) both the player and the casino storing information of the form agreement 
.sub.(casino,player) comprising a root value of the player game tree structure, a root 
value of the casino game tree structure, a hash value on a game function 
.function. .sub.game, and associated digital signatures by the player and the casino. 

Claim 14 is rejected as applied above in rejecting claim 12. Furthermore, Walker 
discloses: 

The method of claim 12 wherein the secure mobile gaming interactions are 
implemented in accordance with a game-playing protocol comprising at least the 
following steps: 

(a) the player initiating the game by sending a value r. sub. player, cnt the casino, 
where cnt corresponds to a counter (column 12 line 56 - column 13 line 38)); 
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(b) the casino verifying that r.sub. player, cnt is a correct preimage to 

R. sub. player, cnt , and halting the protocol if it is not the correct preimage (column 1 1 
lines 8-30, column 12 line 56 - column 13 line 38); 

(c) the casino and the player taking turns making moves in which the casino 
sends to the player decision preimages encoding its move, the player is presented with 
one or more corresponding choices via an interface at the first processing device, and a 
given choice selected by the player is translated into one or more preimages that are 
subsequently sent to the casino (column 1 1 lines 8-30, column 15 lines 39-64); 

(d) step (c) being repeated one or more times in accordance with the rules of the 
game (column 15 lines 39-64); 

(e) the casino sending a value r.sub. casino,cnt to the player, which is verified 
correspondingly by the player (column 6 line 43 - column 7 line 23); 

(f) evaluating a game function .function.. sub.game on the disclosed portions of 
the player and casino preimages, presenting a corresponding output to the player and 
the casino, and sending appropriate payment transcripts to at least one financial 
institution (column 7 lines 23-35); and 

(g) the player and the casino each updating the counter cnt, along with other 
state information associated with a current state of the game (column 6 line 43 - column 
7 line 23). 



Regarding claim 15, Walker discloses: 
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An apparatus for use in performing secure information processing operations, the 
apparatus comprising: 

a memory (column 2 lines 32-39); and 

a processor coupled to the memory, the memory and processor being elements 
of a first processing device associated with a first participant, the processor being 
operative: 

(i) to perform a setup procedure to permit interactions of a designated type to be 
carried out between the first participant and a second participant associated with at 
least a second processing device (column 5 line 56 - column 6 line 20, column 9 lines 
41-59, column 12 line 56 - column 13 line 10); 

(ii) to initiate a particular interaction with the second participant, by sending 
designated initiation information to the second processing device associated with the 
second participant, the particular interaction being configured based at least in part on 
one or more results of the setup procedure (column 5 line 56 - column 6 line 20, column 
9 lines 41-59, column 1 2 line 56 - column 1 3 line 1 0); 

(iii) receiving as part of the interaction response information from the second 
processing device associated with the second participant (column 5 line 56 - column 6 
line 20); and 

(iv) sending as part of the interaction additional information from the first 
processing device to the second processing device based at least in part on the 
received response information (column 5 line 56 - column 6 line 20, column 9 lines 41- 
59, column 12 line 56 - column 13 line 10); 
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wherein the interaction is configured such that transcripts of the interaction can 
be used to determine rights of the first and second participants in a publicly verifiable 
manner, the rights being based upon particular results of the interaction (column 4 lines 
10-22, column 6 lines 21-54). 

Regarding claim 27, Walker discloses: 

An article of manufacture comprising a machine-readable storage medium for 
storing one or more programs for use in performing secure information processing 
operations utilizing a plurality of processing devices, wherein the one or more programs 
when executed implement the steps of: 

performing a setup procedure to permit interactions of a designated type to be 
carried out between a first participant associated with at least a first one of the 
processing devices and a second participant associated with at least a second one of 
the processing devices (column 5 line 56 - column 6 line 20, column 9 lines 41-59, 
column 1 2 line 56 - column 1 3 line 1 0); 

initiating in the first processing device a particular interaction with the second 
participant, by sending designated initiation information to the second processing device 
associated with the second participant, the particular interaction being configured based 
at least in part on one or more results of the setup procedure (column 5 line 56 - 
column 6 line 20, column 9 lines 41 -59, column 1 2 line 56 - column 1 3 line 1 0); 
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receiving as part of the interaction response information from the second 
processing device associated with the second participant (column 5 line 56 - column 6 
line 20); and 

sending as part of the interaction additional information from the first processing 
device to the second processing device based at least in part on the received response 
information (column 5 line 56 - column 6 line 20, column 9 lines 41-59, column 12 line 
56 -column 13 line 10); 

wherein the interaction is configured such that transcripts of the interaction can 
be used to determine rights of the first and second participants in a publicly verifiable 
manner, the rights being based upon particular results of the interaction (column 4 lines 
10-22, column 6 lines 21-54). 

Regarding claim 28, Walker discloses: 

A method for performing secure information processing operations utilizing a 
plurality of processing devices including at least a first processing device associated 
with a first participant and a second processing device associated with a second 
participant, the method comprising the steps of: 

receiving from the first processing device in the second processing device 
designated initiation information initiating a particular interaction between the first 
participant and the second participant, the particular interaction being configured based 
at least in part on one or more results of a setup procedure, the setup procedure being 
performed by the first participant associated with the first processing device and 
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permitting the particular interactions to be carried out between the first participant and 
the second participant (column 5 line 56 - column 6 line 20, column 9 lines 41-59, 
column 12 line 56 - column 13 line 10); 

sending as part of the interaction response information from the second 
processing device associated with the second participant (column 5 line 56 - column 6 
line 20, column 9 lines 41 -59, column 1 2 line 56 - column 1 3 line 1 0); and 

receiving as part of the interaction additional information sent from the first 
processing device to the second processing device based at least in part on the 
response information (column 5 line 56 - column 6 line 20); 

wherein the interaction is configured such that transcripts of the interaction can 
be used to determine rights of the first and second participants in a publicly verifiable 
manner, the rights being based upon particular results of the interaction (column 4 lines 
10-22, column 6 lines 21-54). 

4. Claims 16-20, and 22-26 are apparatus claims analogous to the method claims 
1-6, 8-12, and 14 rejected above, and therefore, are rejected following the same 
reasoning. 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 7, 13, and 21 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Walker et al. (U.S. Patent No. 6,527,638) in view of Takaragi et al. (U.S. Patent 

No. 5,018,196). 

Claim 7 is rejected as applied above in rejecting claim 1 . Furthermore, Walker 
discloses: 

The method of claim 1 . Walker does not explicitly disclose that the particular 
interaction comprises secure contract signing interaction in which the first participant 
corresponds to a first party to the contract and the second participant corresponds to a 
second party to the contract. Takaragi discloses a system wherein two parties exchange 
preliminary digital signatures, and then agree to a contract by exchanging their formal 
digital signatures with each other, and further, if there are problems, a third party can 
decode the signatures submitted by the transaction parties, and use a hash total of the 
contract, to verify the transaction (Abstract, column 4 lines 14-47). Walker and Takaragi 
are analogous arts in that both exchange authenticate messages with digital 
signatures. Walker disclose a system of cashing out, purchasing more gambling credit, 
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via a communication with the wagering establishment (casino). This procedure requires 
the exchange of authenticate messages as disclosed by Walker. It would have been 
obvious that these authenticate messages could compose of a contract which has to 
be digitally signed by each party. This would allow a third party to intervene if a problem 
arises, so that "neither of the transacting parties can deny that it has approved formally 
the transaction, if the other party submits its digital signature as evidence" (column 5 
lines 7-14). This would be important in the transactions involved in Walker which 
involve monetary funds. Therefore, it would have been obvious to one of ordinary skill 
in the art at the time the invention was made to combine the contract signing method of 
Takaragi with the system of verifying the exchange of funds of Walker, to insure the 
liability of both parties when exchanging monetary funds. 

Claim 13 is rejected as applied above in rejecting claim 12. Furthermore, Walker 
discloses: 

The method of claim 12 wherein the setup procedure comprises at least the 
following steps: 

(a) the player selecting n random numbers d. sub.il, . . . , d.sub.in, for each node i 
of the player game tree structure, and a random number r.sub.i uniformly at random for 
each node, wherein each node i corresponds to a particular round of the game (column 
15 lines 39-64); 

(b) the player computing for each node i a corresponding game node value 
game. sub. i=<h(D. sub.il, . . . D.sub.in), R.sub.i>, where D.sub.ij=h(d.sub.ij), 
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R.sub.i=C(r.sub.i), h denotes a hash function, C denotes a commitment function, and 
preimage.sub.i=(d.sub.il, . . . , d.sub.in, r.sub.i,) denotes a decision preimage value for 
game.sub.i (column 5 line 56 - column 6 line 20, column 11 lines 10-30); 

(c) the player computing for each node i a value which is a function of one or 
more of: (i) values associated with one or more of its children nodes; (ii) its 
corresponding game node value game.sub.1 ; and (iii) a descriptor that identifies the 
game type (column 5 line 56 - column 6 line 20, column 1 1 lines 10-30); 

Walker does not explicitly disclose that the player and the casino store an 
agreement (casino, player) comprising a root value of the player game tree structure, a 
root value of the casino game tree structure, a hash value on a game function, and 
associated digital signatures by the player and the casino. Takaragi discloses a system 
wherein two parties exchange preliminary digital signatures, and then agree to a 
contract by exchanging their formal digital signatures with each other, and further, if 
there are problems, a third party can decode the signatures submitted by the 
transaction parties, and use a hash total of the contract, to verify the transaction 
(Abstract, column 4 lines 14-47). Walker and Takaragi are analogous arts in that both 
exchange authenticate messages with digital signatures. Walker disclose a system of 
cashing out, purchasing more gambling credit, via a communication with the wagering 
establishment (casino). This procedure requires the exchange of authenticable 
messages as disclosed by Walker. It would have been obvious that these authenticable 
messages could compose of a contract, which has to be digitally signed by each party. 
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This would allow a third party to intervene if a problem arises, so that "neither of the 
transacting parties can deny that it has approved formally the transaction, if the other 
party submits its digital signature as evidence" (column 5 lines 7-14). This would be 
important in the transactions involved in Walker which involve monetary funds. 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to combine the contract signing method of Takaragi with the 
system of verifying the exchange of funds of Walker, to insure the liability of both parties 
when exchanging monetary funds. 

6. Claim 21 is an apparatus claim analogous to the method claim of claim 13, and 
therefore, is rejected following the same reasoning. 

Conclusion 

7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kaveh Abrishamkar whose telephone number is 571- 
272-3786. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). 
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